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Abstract 
This article examines trust and trust management in web services and proposes a multiagent model of trust 
relationship in web services. It looks at the hierarchical structure of trust management in web services and proposes a 
strategic model of trust management in web services. The proposed approach in this article will facilitate research and 
development of trust management in e-commerce, web services and social networking. 
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1. Introduction  
Trust plays an important role in web services. Generally, trust is a positive belief or expectation about the 
perceived reliability of, dependability of and confidence in a person, an intelligent agent, organization, 
company, object, process, or system [8][17]. Web services in general and e-commerce in particular can be 
successful only if the general public trust is established in the virtual environment, because lack of trust in 
security is one of the main reasons for web service requesters and providers not to engage in web services 
[2]. Therefore, trust has received an increasing attention in e-commerce and web services. For example, 
Wingreen and Baglione study e-commerce trust and knowledge-based trust [26]. Xiu and Liu propose a 
formal definition of trust and discuss the properties of trust relation [27]. Salam et al. examine trust in e-
commerce and notice that “many customers may still not trust vendors when shopping online” [15]. The 
majority of existing studies is on trust in online purchase settings from a system development perspective.  
Trust management becomes a critical issue for web services, and has emerged as a promising 
technology to facilitate collaboration among agents in web services [6][7][29]. In web services, agents 
might never meet and know nothing  
about each other’s trustworthiness [9][13]. This causes uncertainty, mistrust, untrust and distrust [11], 
which then hinders the success of web services. Li and Singhal [9] examine 
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trust management in distributed systems such as P2P systems, mobile ad hoc networks and e-commerce, 
and conclude that trust management can help minimize risk and ensure the activities in distributed systems. 
The information infrastructure of web services can be considered as a distributed system; therefore, their 
study is useful for trust management in web services. Jøsang and Tran [8] discuss trust management related 
to IT security in the e-commerce environment. However, the majority of existing researches ignore the 
hierarchical structure of trust management in web services. Further, what are strategic activities or 
functions for trust management in web services? This also remains an open problem. This article addresses 
these issues by examining trust and trust management in web services. It looks at strategic trust 
management in web services taking into account its hierarchical structure. Then it proposes a multiagent 
model of trust relationship in web services and a strategic model of trust management in web services. To 
this end, the rest of this article is organized as follows: Section II looks at the trust relationships in web 
services, and proposes a multiagent model of trust relationship in web services. Section III examines 
strategic trust management by proposing a hierarchical structure model of trust management. Section IV 
proposes a strategic model of trust management in web services. Final section ends this article with some 
concluding remarks and future work.  
2. Trust Relationships in Web Services 
Jøsang and Tran state that trust is a belief that is based on evidence, experience and perception [8]. 
Ruohomaa and Kutvonen define trust as the extent to which one party is willing to participate in a given 
action with a given partner, taking into account the risk and incentive involved [14]. They stated that the 
trustor is a service provider in web services and the trustee is either a business partner or an individual 
requiring access to the trustor’s services, as represented by an identifiable agent in the network. More 
generally, trustor and trustee are the subject and objective of a trust relationship respectively. The trustor is 
the person or entity who holds confidence, belief, etc. on the reliability, integrity, ability of another person 
or entity called a trustee [29]. In web services, a trustor or trustee is either web service provider or web 
service requester or web service broker, and vice versa. From a multiagent viewpoint, there is a trust 
relationship (weak or strong) between any two agents in web services. This motivates us to propose a 
multiagent model of trust relationship in web services, as shown in Fig. 1. In Fig. 1, an arrow denotes a 
trust relationship. For example, there is a trust relationship between a web service provider and a web 
service broker, that is, a web service provider trusts a web service broker, or a web service broker trusts a 
web service provider, although the trust value is either small or big.  
The interrelationships between web service requester trust, web service broker trust and web service 
provider trust have received substantial attention in web services and e-commerce. Web service broker 
trust can be defined as the trustworthiness of the web service broker to web service providers or web 
service requesters respectively [25].  
Web service provider trust refers to the perception of trust in the counterpart of e-transaction in web 
services [25]. More specifically, web service providers trust refers to the subjective belief with which web 
service requesters assess that web service providers will perform potential transactions according to their 
confident expectations, irrespective of their ability to fully monitor them. In web services, the object of 
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Figure 1. A multiagent model of trust relationship in web services. 
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web service provider trust is the party selling the web services. Web service requester’s trust in web service 
providers is important in consumer-oriented web services adoption decisions [19].  
In this model, there is also a trust relationship between web service requesters, so does between web 
service providers and between web service brokers, as the cyclic arrows shown in Fig. 1. Each of these 
trust relationships affects the development of web services. For example, a web service requester, R, has 
used i-phone with great pleasure, and his friend John trusted R very much and then becomes another web 
service requester for buying i-phone through web services.  
Web service requesters, web service providers and web service brokers usually work together in web 
services in order to complete an e-transaction. However, all of them face trust issues (sometimes trust crisis) 
in web services. Sometimes they trust each other; sometimes they mistrust each other; sometimes they 
distrust one another [11]. If they trust each other, it is easy for them to complete a web service satisfactorily. 
If they distrust each other, one of them might obtain the unreasonable interest or benefit from the web 
service.
Furthermore, trust relationships among agents in web services form a network, which can be called a 
trust network. Based on the above discussion, there are six different trust networks: a trust network among 
web service brokers, a trust network among web service requesters, a trust network among web service 
providers, a trust network built between web service brokers and web service requesters, a trust network 
built between web service requesters and web service providers, a trust network built between web service 
providers and web service brokers, as shown in Fig. 1. These six trust networks can be briefly represented 
as R2R trust network, P2P trust network, B2B trust network, R2P trust network, R2B trust network, P2B 
trust network, where R, P, B are for service requesters, providers and brokers respectively. All these six 
trust networks form the fundamental force for trust management in web services.  
3. A Hierarchical Structure Of Trust Management 
Trust management provides a basis for more detailed and better-informed authorization decisions in web 
services [14]. Trust management can be defined as the activity of collecting, codifying, analyzing and 
presenting security relevant evidence to make trust assessments and trust decisions regarding e-commerce 
transactions [8]. Similarly, trust management entails collecting the information necessary to establish a 
trust relationship and dynamically monitoring and adjusting the existing trust relationship [9]. Comparing 
with these two definitions, the former focuses on trust assessment and trust decision whereas the latter 
emphasizes establishing, monitoring and adjusting trust relationship. Both of the above-mentioned 
definitions might ignore the essence of management to some extent; that is, management in all business 
and human organization activity is the act of getting people or entities together to accomplish desired 
objectives [3]. Based on this consideration, trust management can be defined as the activities of managing 
trust in web services. “Managing trust” comprises trust assessment [8], trust initializing [14], trust 
recommendation [14], trust monitoring [9], trust adjusting [9], trust sustaining, etc. in web services. 
As is well-known, any organization has three different levels: strategic, tactic and operational level [23]. 
Correspondingly, there are strategic management, tactic management and operational management [3]. 
Therefore, trust management can be classified into strategic trust management, tactic trust management and 
operational trust management, as shown in Fig. 2. In what follows, we examine each of them in some 
detail.  
Strategic trust management is the conduct of planning, implementing and evaluating overall trust that 
will enable an organization or an agent to achieve its long-term objectives in web services. It is the process 
of specifying the organization’s or agent’s objectives and strategies, developing policies and plans, often in 
terms of projects and programs, which are designed to achieve these objectives, and then allocating 
resources to implement the policies and plans, projects and programs [3]. Strategic trust management is a 
higher level of managerial activity under setting goals and over tactics.  
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Tactic trust management is the activities of using tactics to implement the strategies and objectives in 
strategic trust management. Tactical trust management allows organizations or agents in web services to 
select appropriate tactics for best achieving the objective in strategic trust management.  
Operational trust management is design, execution, and control of an organization’s transactional trust 
or an agent’s operational trust [21] to obtain desired web services, and implements its web service 
strategies in strategic trust management and its web service tactics in tactic trust management.  
Based on the above discussion, a hierarchical structure of trust management in web services can be 
shown in Fig. 2. This structure has refined our understanding of trust management, and can facilitate the 
engineering of trust management.  
4. A Strategic Model for Trust Management in Web services 
A variety of research exists on trust management in e-commerce and web services as well as distributed 
systems in the past years [1][9]. Xu et al. propose a trust management model in pervasive computing 
environment taking into account reputation and risk analysis [28]. They argue that a trust management 
model should consist of trust module, reputation module, risk analysis module and decision module. 
However, they have not considered the hierarchical structure of trust management. They have not 
examined strategic activities of trust management either.  
Lin et al. propose a trust management broker framework for web services from a perspective of 
database management [10]. Their framework consists of users, brokers, and reputation authorities. In their 
framework, each user (a client or a trader) is associated with a broker, which collects trust ratings of any 
service providers for its users. The broker maintains a database, which collects and stores trust information 
for the users that is associated with.  
A trust management system for web services lets a web service requester and provider become 
acquainted with each other and estimate the risk of participating in a transaction, thus minimizing the loss 
[9].  
Based on the above discussion, a problem arises in trust management for web services: What are the 
strategic activities of trust management in web services? The strategic activities of trust management in 
web services can be defined as the activities for achieving strategic objectives of trust management in web 
services. Based on this definition, the strategic activities of trust management in web services at least 
consist of trust initializing [14], trust assessment [8], trust recommendation [14], trust monitoring [9], trust 
adjusting [9], trust sustaining etc. This leads to a strategic model of trust management in web services, as 
shown in Fig. 3. In what follows, we examine strategic activities in this model in some detail. For brevity, 
let P, Q, O be a member of the set of web service providers, web service brokers and web service 
requesters. In other words, P, Q, O is either a web service provider or web service broker or web service 
requester.  
Trust initialization: Trust initializing is the start of managing trust management in web services [14]. 
For example, P and Q have not met each other physically or virtually. In order to conduct web services, 
they meet in the web services system virtually and begin to initialize trust relationship between them.  
Trust recommendation: One alternative for trust initializing is trust recommendation [10][14]. For 
example, O recommends its trust in P to Q and then P and Q initialize a trust relationship towards 
Strategic
trust management 
Figure 2. A hierarchical structure of trust management in web services.
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conducting web services, although P and Q have not met each other physically or virtually. The trust 
resulted from the trust recommendation can be considered a recommended trust with respect to O. 
Trust assessment: As soon as a trust relationship between P and Q is initialized, trust assessment 
begins in some way. Trust assessment is to evaluate or re-evaluate the trust degree of P in Q based on a 
certain criteria on trust relationship [29]. Trust assessment in web services can be based on all the 
evidences that can be collected to make a trust relationship decision in web services [36][28][29]. Every 
agent P in web services can assess its trust in Q directly or with the help of the recommended trust with 
respect to O. Trust assessment is a continuing task for managing trust in web services till trust discard, as 
shown in Figure 3. 
Trust monitoring: During managing trust in web services, trust monitoring is also a continuing task 
till trust discard, because an agent P always tries to get the maximum benefit or interest in web services, 
then mistrust, distrust, untrust between P and Q often occurs [11]. Therefore, trust monitoring is a strategic 
task for sustaining trust relationship in web services.  
Trust adjustment. Sometimes, trust relationship between P and Q should be adjusted because of 
changing time, place and services as well as the occurrence of mistrust, distrust, untrust between them [9]. 
Business negotiation and compromise between P and Q can adjust their trust in each other.
Trust sustainability: Sustainable trust relationship is an important goal for any strategic trust 
management in web services, just as in traditional business and service. However, if a trust relationship 
cannot be sustained any more, the trust discard will become the choice and then trust relationship between 
P and Q ends in the trust management.  
It should be noted that trust assessment and trust monitoring in this model can be independent agents or 
intelligent systems in trust management like monitoring-based trust management systems [9]. In fact, 
eBay.com and Amazon.com use reputation management [9][14] to assess and monitor their trust in each of 
their customers involved their web services. The functions such as ’Customer Reviews’ and ’Continue 
Shopping’ of Amazon.com can be considered as an effective means for trust recommendation of trust 
management in web services. 
It should be also noted that in contrast to strategic activities, there are still tactic activities and 
operational activities for trust management in web services, although we have not looked at them in this 
article. For example, collecting, codifying, analyzing and presenting relevant evidence and information 
[8][9] can be considered as operational activities for trust management in web services.  
5. Conclusion 
Trust management is a young area of research in web services [14]. This article examined trust and trust 
management in web services and proposed a multiagent model of trust relationship in web services. It 
looked at the hierarchical structure of trust management in web services, and then proposed a strategic 
model of trust management in web services. The proposed approach in this article will facilitate research 
and development of trust management in e-commerce, e-services and social networking. In future work, 
we will develop a system prototype for strategic trust management in web services by examining activities 
in strategic trust management, tactic trust management and operational trust management in more detail 
respectively. 
Trust 
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Figure 3. A strategic model of trust management in web services. 
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